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Introduction

Security Management System Server supports user management configuration, assign
devices which user can access, assign alarms which user can receive and features that user
can access through privilege configuration.

This document describes steps to configure device groups, alarm groups, privileges, users
and assigning device and alarm groups to specific users as per requirement.

Device groups - Grouping of video devices, audio devices and security devices. User which
connects to server though Security Management System client will only see devices
configured in device groups, device groups will be assigned to user through privilege
configuration.

Alarm groups - Grouping of alarms, User will only receive alarms configured in alarm group,
alarm group will be assigned to user through privilege configuration.

Privilege — Configuration of allowed features to user, assigning device groups and alarms
group.

User — Configuration of username, password and privilege assignment to user. This
information will be used to login from Security Management System client.

For this document we will be using Security Management System server configured with two
cameras ‘Gate 1’ and ‘Gate 2’ as shown in image below.

192.168.0.74 e Video devices ~ Channels ‘
ServerGate (7]
. 00000600008 6@ O
Channels Sr No. Channel Name Camera Status Channel 1D Description Video Streal 9
Gate 1 1 Gate 1 Enabled VC_Cam1516 Gatel Video Clip
2 Gate 2 Enabled VC_Cami517 Gate2 Video Clip
Gate 2
Stream Profiles Q
« . @
License information:
VMS channels VA add-on
Licensed 64 64
Used 2 0
Balance 62 64
v
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Configuring Device groups

To configure device groups, navigate to ‘Device groups’ tab and ‘Groups’ sub tab in left
navigation bar as shown in image below.

Device groups consists of video devices, audio devices and security devices configured in
server.

192.168.0.74 e Device groups — Groups I
ServerGate e : : i
dio d C SrNo. Device Group Name Device Group Description
il CG_AlIChannels All Channels

Groups

CG_AllIChannels

Security Management System provide ‘CG_AlIChannels’ device group as in-built device

group which consists of all video devices, audio devices and security devices configured in
server.

To configure new device group, click on ‘Add new device group...” button.
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Add Camera Group X

Group name: ‘ CG_ | Gatel

Group description ‘ Gate2

Devices in group

Device name  Device t... Device description

@QI@@I.

Device name Device t... Device description
Gate 2 Video Gate2

Devices not in group

[ Exclusive device selection

@ e

Type any string for group name, we are using ‘Gatel’ as we device group name for this
example.

Move devices which needs to be in this group from ‘Devices not in group’ list to ‘Devices in
group’ using selection buttons shown in image above.

We have selected video device ‘Gate 1’ for this example.
Click ‘Save device group’ button to complete device group configuration.

Use ‘Exclusive device selection’ checkbox to exclude device which are already configured in
other device groups.

Device group with name ‘CG_Gatel’ will be configured and added to server software as
shown in image below.
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192.168.0.74 g
ServerGate g

>

P Groups
CG_AliChannels
CG_Gatel

|server settings |4
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Device groups — Groups I

Q0 e

SrNo. Device Group Name Device Group Description
1 CG_AlIChannels All Channels
2 CG_Gatel Gatel
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Configuring Alarms Groups

Security Management System server supports configuration of multiple alarms groups.

To configure alarm group, navigate to ‘Alarm groups’ tab and ‘Groups’ sub tab in left
navigation bar.

192.168.0.74 e Alarm groups - Groups |
ServerGate e : : i
dio devices Sr No. Alarm Group Name Alarm Group Description
1 AG_AllAlarms All Channels
2 AG_NoAlarms No Channels

¥ Groups
AG_Allalarms
AG_NoAlarms

Security Management System provides two in-built alarm groups. These two alarms group
cannot be edited or deleted.

AG_AllAlarms - Alarm group with all alarms.
AG_NoAlarms — Alarm group with no alarm.

To add new alarm group, click on ‘Add new alarm group...” button.
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Add new alarm group X

Group Name: | AG_ | AlarmGroupGatel

Group Description: | AlarmGroupGate1

Alarms in group

alarm name
Intrusion

Line crossing
Wrong direction movement

Alarms not in group QI g @ 9'

alarm name
Unattended Object
Motion detection
Device alarm
Security device alarm
Video signal loss o

™ Exclusive alarm selection

(A

Type any string for group name, we have used ‘AlarmGroupGatel’ for this example.
Move alarms from ‘Alarms not in group’ list to ‘Alarms in group’ using selection buttons.

We have selected ‘Intrusion’, ‘Line crossing’ and ‘Wrong direction movement’ for this
example.

Use ‘Exclusive alarm selection’ checkbox to exclude alarms which are configured in other
alarm groups from ‘Alarms not in group’ list.

Click ‘Add Alarm group’ button to complete the alarm group configuration.

Alarm group with name ‘AG_AlarmGroupGatel’ will be configured and added to server
software as shown in image below.
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192.168.0.74
ServerGate

Video devices

Audio devices

b Groups
AG_AllAlarms
AG_NoAlarms

>

AG_AlarmGroupGate1

Reports and Export
Communication

Keyboards and Joysticks
Users and Privileges

Data management

backup

iii‘i“i“
1

g Alarm groups - Groups I
(7]

Q0@
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SrNo. Alarm Group Name

Alarm Group Description

1 AG_AllAlarms All Channels
2 AG_NoAlarms No Channels
I 3 AG_AlarmGroupGate 1 AlarmGroupGatel
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Configuring Privilege

Privilege will be used to configure access to features assign device groups and alarm groups
to user.

To configure new privilege, go to ‘Users and Privileges’ tab and ‘Privileges’ sub tab in left
navigation menu bar.

192.168.0.74 0 Users and Privileges - Privileges

ServerGate e : : i
Sr No. Privilege Name Type
1 Administrator In Built
2 Operator In Built
3 Guest In Built
4 Web Client In Built
5 Smartphone Client In Built

Users

admin

I Privileges |

Administrator

Operator
Guest

Web Client

Smartphone Client

PTZ priority [ Allow adminstrative access from clients

Change password v

To add new privilege, click on ‘Add privilege...” button.
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Add New Privilege X—‘

Privilege Name: | Gate1OperatorPrivilege

Base Privilege: QOperator v

Features allowed: Features not allowed:

Privilege Name Privilege Name
Send external alarm

Enable motion detection

Add alarm acknowledgment
View alarm acknowledgment
View dashboard screen
Save dashboard screen stat
View data indicator

MIAIMIN

< > < >

Channel groups allowed: Channel groups not allowed:
Channel Group Channel Group
CG_Gatel G CG_AllChannels
Alarm groups allowed Alarms groups not allowed
Alarm group Alarm group
AG_AlarmGroupGatel AG_Allalarms
AG_NoAlarms

©®

(ELS)

Type any text string for privilege name. We are using ‘GatelOperator’ text string for this
example.
Select ‘Operator’ option for ‘Base Privilege’

‘Feature allowed’ list will show list of features which will be available to logged in user using
this privilege.

Use feature selection buttons to move privileges to and from ‘Feature allowed’ and
‘Features not allowed’ lists.

Please ensure features are added to ‘Features allowed’ list as per requirement.

For example, we have excluded ‘Send external alarm’ and ‘Enable motion detection’ feature
from this privilege. These features will not be available to user which login from client using
this privilege credentials.

‘Channel groups allowed’ will show list of devices groups allowed to user logged in using this
privilege.

Use device groups selection buttons to select device groups from ‘Channel groups not
allowed’ and move them to ‘Channel groups allowed’ lists.

We have selected device group ‘CG_Gatel’ in this example.

‘Alarms groups allowed’ will show list of alarms groups allowed to user logged in using this
privilege.

Security Management System - User Management
www.infinova.com

Page 9 of 12



Infinova

The Integrator’s Manufacturer
Use alarm group selection buttons to select alarm groups from ‘Alarms groups not allowed

list” and move them to ‘Alarm groups allowed’ list.
We have selected alarm group ‘AG_AlarmGroupGatel’ in this example.

Click on the ‘Add’ button to finish adding new privilege.

Privilege ‘GatelOperater’ will be configured and added to server software as shown in image
below.

192.168.0.74 e Users and Privileges — Privileges

ServerGate QA g Ql g

P —
P — SriNo.  Privilege Name Type
|Reports and Export | 1 Administrator In Built
P ————— 2 Operator In Built
3 Guest In Built

S — i

curity d C 4 Web Client In Built
|Keyboards and Joysticks | S Smarnhone Client Lo Bt
S — 6 GatelOperatorPrivilege  Configured

Users

admin

Active directory users
Privileges
Administrator
Operator
Guest
Web Client

Smartphone Client

GatelOperatorPrivilege I ™ Allow adminstrative access from clients

PTZ priority v
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Configuring User

To configure new user, go to ‘Users and Privileges’ tab and ‘Users’ sub tab from left
navigation menu bar.

192.168.0.74 0 Users and Privileges —~ Users |
ServerGate O
P —
lstatus | SrNo. User Name Privilege Enabled Type
|Reports and Export | 1 admin Administrator Enabled In Built
S P —

Users

admin

Active directory users

Privileges
Administrator
Operator

Guest

Web Client

Smartphone Client
: [~ Generate alarm for invalid password use
GatelOperatorPrivilege

PTZ priority v v Enable external user management

To add new user, click on ‘Add new user..." button.

Add New User x |

User Name [ GatelOperator |

. I

Password: I

Confirm Password: [

Privileae] ‘GatelOperatorPrivile ~

¥ Enable user

Address Line 1: | |

Address Line 2:

[
Phone No: [ |
I

E-mail ID:

o ¢

Type username and password. These can be any valid text strings.
Confirm the password

Select ‘Privilege’. This should be the ‘Operator’ privilege or privilege derived from ‘Operator’
privilege.
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We have selected ‘GatelOperatorPrivilege’ which we have created in previous step.

Click on the ‘Add’ button to finish adding new user.

User ‘GatelOperator’ will be configured and added to software as shown in image below.

192.168.0.74 g Users and Privileges —~ Users |

SrNo. User Name Privilege Enabled Type

) ]
I GatelOperator | GatelOperator... | Enabled Configured

b Users

admin
=

GatelOperator I

Active directory users

Privileges
Administrator
Operator

Guest

Web Client

. [~ Generate alarm for invalid password use
Smartphone Client

GatelOperatorPrivilege v v Enable external user management
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